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Chapter 1. Introduction and Setup



A Note for Early Release Readers

With Early Release ebooks, you get books in their earliest form—the author’s raw and unedited content as they write—so you can take advantage of these technologies long before the official release of these titles.


This will be the 1st chapter of the final book.


If you have comments about how we might improve the content and/or examples in this book, or if you notice missing material within this chapter, please reach out to the editor at mcronin@oreilly.com.




This chapter is your guide to setting up a development environment for Node.js. It covers the core tools needed, such as VSCode, Node.js, MongoDB, and Fastify, along with optional components to enhance your workflow. While tools like Fastify and MongoDB are more specialized, feel free to skip their setup for now and revisit those sections when they are covered in later chapters.


You’ll find various installation methods explained, including using a Graphical User Interface (GUI), third-party tools, or binary packages. Binary installations, while sometimes pre-compiled, may require extra steps for extraction and configuration, making them particularly useful for servers without a graphical interface. Although the provided instructions are tailored to the tools recommended for this book, you’re welcome to use alternatives that meet your development needs. The goal is to equip you with a solid foundation to start coding and running your Node.js applications effectively.








Installing VSCode


Visual Studio Code (VSCode) is a popular, open-source text editor, widely recommended for Node.js development due to its robust features, flexibility, and extensive customization options. This section will guide you through installing VSCode on macOS, Windows, and Linux.










Installation Options


The easiest way to install VSCode is by visiting VSCode download page. Figure 1.1 displays the installation options for each operating system.



[image: VSCode installation page]
Figure 1-1. VSCode installation page




The image provides options for installing Visual Studio Code (VSCode) on Mac, Windows, and Linux systems. Here’s a breakdown of how to proceed on each operating system:












Mac Installation


Make sure to identify the type of Mac you have (Intel or Apple Silicon).


	
Download the appropriate installer for your Mac, shown in figure 1.



	
Open the downloaded file and drag the VSCode icon to the Applications folder.



	
Open VSCode from the Applications folder.






Tip

You may need to allow the application to run in System Preferences under Security & Privacy if you encounter any issues.





[image: VSCode installation for Mac]
Figure 1-2. VSCode installation for Mac
















Windows Installation


	
Download the installer for Windows, shown in figure 1.



	
Open the downloaded file and follow the installation wizard steps.



	
Once installed, you can launch VSCode from the Start Menu.






Note

During installation, ensure you select the option to add VSCode to your PATH for easy command-line access.





[image: VSCode installation for Windows]
Figure 1-3. VSCode installation for Windows
















Linux Installation


The installation for Linux machines is a bit different, as it requires command line steps. For the standard Debian/Ubuntu machine setup, run the following commands from listing 1 in your command line window:


sudo apt update [image: 1]
sudo apt install software-properties-common apt-transport-https wget [image: 2]
wget -q https://packages.microsoft.com/keys/microsoft.asc -O- | sudo apt-key add - [image: 3]
sudo add-apt-repository "deb [arch=amd64] https://packages.microsoft.com/repos/vscode
stable main" [image: 4]
sudo apt update [image: 5]
sudo apt install code [image: 6]


	[image: 1]

	Updates the package lists to ensure you get the latest version and dependencies.


	[image: 2]

	Installs required tools for adding repositories and handling HTTPS.


	[image: 3]

	Downloads and adds the Microsoft GPG key to verify packages.


	[image: 4]

	Adds the official Microsoft VSCode repository.


	[image: 5]

	Updates the package lists again to include the new VSCode repository.


	[image: 6]

	Installs Visual Studio Code.




Tip

For other distributions, refer to the official documentation at https://code.visualstudio.com/docs/setup/linux.




end














Understanding Node.js


Node.js is an open-source tool, which means anyone can view, modify, and share its code for free. It’s also cross-platform, so it works on different operating systems like Windows, macOS, and Linux. Node.js is a runtime, meaning it provides an environment for running JavaScript code outside the browser—normally, JavaScript is only used inside web browsers for things like interactive buttons or animations. With Node.js, developers can use JavaScript to build server-side applications, like websites or APIs.


Node.js is built on Chrome’s V8 JavaScript engine, a technology that converts JavaScript into machine code, which is the language your computer understands. This process makes JavaScript run faster and more efficiently. Because of this speed, Node.js is described as lightweight (it doesn’t require a lot of resources) and efficient (it gets a lot done with minimal overhead). It’s particularly great for creating scalable applications, which means programs that can handle more users or data without slowing down.


One of Node.js’ standout features is its non-blocking, event-driven architecture. In simple terms, it doesn’t wait for one task to finish before starting another. Imagine you’re folding laundry and boiling water at the same time. Instead of waiting by the stove, you fold clothes until the water boils. Similarly, Node.js switches between tasks, maximizing productivity. This is why Node.js is ideal for real-time applications like chat apps, online games, or tools where users collaborate live—everything stays responsive, even with many users.










Why Node.js Stands Out


Node.js has become a popular choice for developers due to its unique features and advantages:



	
Unified Development: Uses JavaScript on both the client and server sides, eliminating the need for multiple programming languages across your stack and simplifying development workflows.



	
Vast Ecosystem: Includes npm, a massive package repository with millions of prebuilt tools, making it faster and easier to build applications.



	
Industry Adoption: Trusted by leading companies like Netflix, LinkedIn, and PayPal for its ability to handle high traffic and real-time demands.



	
Scalability and Efficiency: Designed to handle thousands of simultaneous connections without slowing down, thanks to its event-driven, non-blocking architecture.



	
Smooth Operations: Node.js ensures requests flow efficiently, even under heavy workloads. Imagine a highway with no traffic jams.
















What’s Happening Under the Hood?


Underneath, Node.js uses the V8 engine, which makes JavaScript fast by converting it directly into machine code. The magic of handling thousands of simultaneous tasks comes from Node.js’ event loop and Libuv library. The event loop is like a receptionist managing multiple customers at once—while one waits for a response (e.g., fetching data), the receptionist moves on to help others. Libuv is like the behind-the-scenes team that takes care of time-consuming tasks, such as reading files from a disk or resolving domain names (DNS lookups). While Node.js focuses on quickly switching between tasks, Libuv ensures that these slower operations happen in the background without blocking the main thread. Think of it like a chef in a busy kitchen—while the head chef keeps preparing quick dishes, Libuv is the team working on slow-cooking the stew. This allows Node.js to keep moving to the next task without getting stuck waiting for one operation to finish.












Installing Node.js


You’re about to install Node.js, a powerful and versatile platform that allows you to run JavaScript code on your computer, outside of a web browser. With Node.js, you can build everything from simple websites to complex server-side applications, automate tasks, and much more.


As you get started, keep in mind that installing Node.js is a straightforward process, but there are a few things to watch out for. Depending on your operating system, you might need to adjust some settings or install additional tools, like version managers or build essentials. Follow each step below, including tips for troubleshooting common issues.


For all installations, click on https://nodejs.org/en/download/, where you’ll be able to choose the Node.js installation for your machine setup (Figure 1.4).



[image: Node installation page]
Figure 1-4. Node installation page



Tip

Ensure you select the option to install npm (Node Package Manager) during installation.














Mac Installation


Make sure to identify the type of Mac you have (Intel or Apple Silicon).


	
Download the appropriate installer for your Mac. As of the writing of this book, you should choose Node.js version 20.17.0.



	
Open the downloaded file and follow the on-screen instructions to install Node.js.






Note

You may also use Homebrew for installation by running brew install node in a new terminal window.














Windows Installation


	
Download the installer for Windows.  As of the writing of this book, you should choose Node.js version 20.17.0.



	
Open the downloaded file and follow the on-screen instructions to install Node.js.

















Linux Installation


The installation for Linux machines requires command line steps. For the standard Debian/Ubuntu machine setup, run the following commands from listing 2 in your command line window:


sudo apt update [image: 1]
sudo apt install nodejs npm [image: 2]


	[image: 1]

	Updates the package lists to ensure you get the latest version of the packages.


	[image: 2]

	Installs Node.js and npm (Node Package Manager).




Note

For other distributions, refer to the official documentation at https://nodejs.org/en/download/package-manager/all.














Becoming a Node.js Developer


To start, you’ll need to understand its core modules (fs for file handling, http for servers, and events for custom logic). A foundational skill is asynchronous programming, which lets you perform tasks in the background without freezing the app. Imagine you’re ordering pizza while doing homework—promises and async/await are the delivery updates that let you know when the pizza arrives, so you don’t have to stop working.


You’ll also want to learn how to build APIs using frameworks like Express.js, where you define “routes” like paths in a map to determine how your app responds to users. From there, working with databases like MongoDB or PostgreSQL comes next, allowing you to store and retrieve data efficiently.












Mastering the Craft


To become an expert, focus on real-world projects. For example, build a chat app to practice real-time communication or a task manager with data persistence to hone database skills. Dive into performance optimization by profiling your app, like identifying slow database queries or excessive memory usage. Imagine fine-tuning a car engine for peak performance—every little improvement counts.


Stay connected with the Node.js community through forums, open-source contributions, and newsletters like NodeWeekly. The key to mastery is continuous learning, experimenting, and engaging with others who share your passion for development.


By understanding Node.js from its fundamentals to its advanced capabilities, you’ll not only gain a tool for development but a versatile skillset that’s highly valued in the industry. To inspire your journey, let’s explore some advanced concepts below that make Node.js unique and powerful.


Advanced Node.js Concepts

1. Event Loop
The Event Loop in Node.js is like a factory manager who divides tasks into phases to ensure everything runs smoothly and efficiently. Each phase handles a specific type of job:



	
Timers: For scheduled tasks (e.g., alarms).



	
I/O Operations: For input/output tasks (e.g., reading files).



	
Callbacks: For responses that need immediate attention.






The Event Loop processes these phases in order, ensuring tasks are completed without one blocking another.


Imagine you’re running a restaurant:
- The chef prepares food (timers).
- The server delivers it (I/O operations).
- The cashier processes payments (callbacks).
All this happens seamlessly, keeping the workflow smooth.


2. Streams and Buffers
Streams and Buffers in Node.js manage data efficiently in chunks, making it easier to handle large files or continuous data flows:



	
A stream is like a water pipe, delivering small, manageable amounts of data over time.



	
A buffer temporarily stores data until it’s ready to be used.






Watching a movie online uses streams—the video plays as it’s being downloaded. If you had to download the entire video before watching, it would take much longer. Streams enable faster and more efficient handling of tasks like video streaming or real-time file uploads.


3. Scalability with Clustering
Node.js can handle larger workloads by using clustering, which spawns multiple instances of the application to share the load:



	
Each instance runs independently but shares the same application logic.



	
A load balancer distributes incoming requests among these instances.






Think of clustering like opening multiple checkout counters in a busy supermarket:



	
Each counter (Node.js instance) serves customers (requests) independently.



	
The manager (load balancer) directs each customer to the next available counter.
This setup ensures more users can be served simultaneously, optimizing performance.


















Installing MongoDB


MongoDB is a powerful, document-oriented NoSQL database that pairs well with modern Node.js applications. Let’s break it down:



	
Document-Oriented: MongoDB stores data as “documents” instead of using traditional tables. These documents are in a JSON-like format—simple key-value pairs like { “name”: “Jon”, “age”: 30 }. This is intuitive for JavaScript developers because it closely resembles JavaScript objects.



	
NoSQL Database: Unlike traditional SQL databases, MongoDB is flexible and doesn’t require a fixed structure. This means you can adjust your data models without a lot of hassle, which is ideal for rapidly evolving applications.






MongoDB’s flexible schema allows you to store complex data structures directly. This reduces the need for transforming data, making development smoother and applications faster. JSON-like documents work seamlessly with JavaScript, allowing a consistent data flow between your Node.js server and MongoDB.


As modern applications increasingly require real-time data and scalability, MongoDB offers features like horizontal scaling. This allows you to add more servers to handle larger loads instead of upgrading a single server, making it suitable for handling growth. MongoDB also has robust querying capabilities, letting you efficiently find and manipulate data, even as the dataset grows.


When combined with Node.js’s non-blocking I/O model—which can handle multiple requests simultaneously—MongoDB helps create highly responsive applications that can support many users without slowing down.


The combination of MongoDB and Node.js results in a system that is scalable, high-performance, and well-suited for modern web apps, microservices, and APIs. It’s a great choice for building fast, data-driven applications.










Why Do You Need a Database?


Modern apps need to store lots of data, like user information, products, or transactions. Without a database, you’d have to use temporary storage (e.g., in-memory variables), which loses data every time the server restarts. A database helps maintain data consistency, supports complex queries, and scales as your app grows.

Note

Some chapters in this book require a database connection. Setting up MongoDB now will help you follow along smoothly later.














Why MongoDB for Node.js?


MongoDB fits perfectly with Node.js for several reasons:



	
Document-Oriented: MongoDB stores data as JSON-like documents, which map naturally to JavaScript objects used in Node.js. This reduces the need for complex transformations.



	
Flexible Schema: MongoDB’s flexible schema allows you to adapt quickly, making it ideal for fast-paced development.



	
Scalability: MongoDB’s horizontal scaling supports growth as your app scales, while Node.js’s non-blocking I/O ensures responsiveness.



	
Ease of Use: With JavaScript on both the client and server, and MongoDB using JSON-like documents, development becomes more seamless and straightforward.






To install MongoDB on Mac or Windows, visit MongoDB’s download page. Download the appropriate installer for your machine and follow the on-screen instructions.



[image: MongoDB Community installation page]
Figure 1-5. MongoDB Community installation page




Example 1-1. 


Homebrew is a popular package manager for macOS that simplifies the installation of software by automating the process of downloading, unpacking, compiling, and setting up applications and libraries. It allows users to install and manage open-source software from the command line efficiently. Homebrew manages dependencies and ensures that you have the latest versions of software, making it an essential tool for developers who need to quickly set up development environments on macOS. With a simple command like brew install, you can install a wide range of software, including development tools, utilities, and databases like MongoDB, without needing to manually configure the software.


To install Homebrew, open a new terminal window and run:


/bin/bash -c "$(curl -fsSL https://raw.githubusercontent.com/Homebrew/install/HEAD/install.sh)"


To install MongoDB with Homebrew, follow the steps below:


brew tap mongodb/brew [image: 1]
brew install mongodb-community@5.0 [image: 2]


	[image: 1]

	Adds the official MongoDB Homebrew tap to your Homebrew sources. A tap is a repository of Homebrew formulas that you can install.


	[image: 2]

	Installs the MongoDB Community Edition version 5.0 using Homebrew.




Tip

Ensure the mongod process is running before connecting to your database.















Windows Installation


	
Visit the MongoDB Windows Installation page and download the installer.







	
Run the installer by double-clicking the .msi file and following the installation instructions.






Tip

Ensure the option “Install MongoDB as a Service” is selected, so MongoDB starts automatically after installation.




	
During installation, MongoDB will add the bin directory to your system PATH. If needed, verify it is correctly set.







1.Open Command Prompt as an administrator and run the following command to start MongoDB:


net start MongoDB


To stop MongoDB, use:


net stop MongoDB

Tip

On Windows, you can also use the Services application to start and stop MongoDB as needed.














Linux Installation


Follow the installation instruction at https://docs.mongodb.com/manual/administration/install-on-linux/ to ensure you environment is setup correctly for MongoDB. Then, in a command line window, run the following command to start MongoDB:


sudo systemctl start mongod


On Linux, MongoDB can be easily managed using the command line, making tasks such as starting, stopping, and configuring the database straightforward. This is particularly useful for system administrators and developers who require fine-grained control over their database environments.

Tip

Use the MongoDB service commands sudo service mongod start to start and sudo service mongod stop stop MongoDB.














Database Comparison for Node Applications


As you progress through this book, you may choose to work with a different database. Below is a comparison of the top 4 databases that can be used with a Node.js application, comparing them with MongoDB.





	Database
	Type
	Strengths
	Weaknesses
	Suitable Use Cases





	MongoDB

	NoSQL (Document-based)

	Flexible, scalable

	Complex joins

	Dynamic data, scalable apps




	PostgreSQL

	SQL (Relational)

	ACID compliance, powerful queries

	Complex schema changes

	Complex queries, structured data




	MySQL

	SQL (Relational)

	Easy setup

	Limited scalability

	Web apps, structured data




	Redis

	NoSQL (Key-value)

	Fast, caching

	Not persistent

	Caching, real-time data




	SQLite

	SQL (Embedded)

	Lightweight

	Limited scalability

	Small projects, prototyping

















About Fastify


Fastify is a high-performance, low-overhead Node.js web framework designed to be extremely fast and lightweight. That means it can do a lot of work without slowing down or using too many of your computer’s resources.


It is optimized for creating APIs and web services that require rapid response times, making it ideal for both small projects and large-scale applications. Fastify excels at processing HTTP requests and delivering responses with minimal latency, which is crucial for web applications where fast response times enhance user experience and system efficiency. Additionally, Fastify can handle a large number of requests per second (RPS), making it an excellent choice for applications that need to serve many users simultaneously, such as APIs or microservices.


Under the hood

Fastify achieves its high performance through a combination of efficient design principles and smart architectural decisions. It uses Node.js’s low-level HTTP module, a built-in feature written in C++ that handles incoming requests and outgoing responses efficiently, without the need for extra libraries. This keeps the core of Fastify lightweight and fast. Fastify also employs schema-based validation and serialization using AJV, a powerful JSON schema validator.



[image: Fastify low-overhead structure]
Figure 1-6. Fastify low-overhead structure




This means that when data is sent to your application, Fastify ensures it matches the expected format (validation), and when data is sent back to the user, it formats the output efficiently (serialization). Pre-compiling these processes ahead of time further reduces the workload during each request.




Fastify’s asynchronous, non-blocking architecture is another key to its scalability. Node.js operates using an event loop, which allows multiple tasks (like handling HTTP requests, querying a database, or reading files) to happen concurrently without creating multiple threads. This means that even if one operation is slow, such as waiting for a database to respond, other requests can continue being processed without delay. Fastify builds on this core behavior of Node.js to handle many simultaneous requests with ease.


Another strength of Fastify is its modular plugin system. Plugins are reusable pieces of functionality (like authentication or logging) that can be added to your application. Fastify’s plugin system ensures these features are isolated and don’t interfere with one another. For example, if you’re adding a new feature to one route, it won’t unintentionally affect another. This makes Fastify not only scalable but also easier to maintain as your application grows.


Fastify also includes Pino, a high-performance logging library, which records important application events without adding unnecessary load. Logs are essential for debugging and monitoring, and Pino’s optimized design ensures that logging doesn’t slow down your application. For more information on Pino, see Pino’s website.


This book uses Fastify over Express.js because of these performance benefits and its developer-friendly features. While Express is versatile and widely used, Fastify offers built-in support for JSON-based APIs, a focus on high-speed request handling, and optimizations that make it particularly well-suited for building modern web services. With Fastify, you’ll gain hands-on experience with efficient design patterns that are ideal for high-performance applications, especially those that need to scale effectively as they grow.


The table below compares Fastify with three other popular Node.js frameworks: Express, Koa, and Hapi. Each column gives a quick overview of the core strengths and differences of each framework, which you can use to help decide which is best suited for your project.





	Framework
	Performance
	Schema-based Validation
	Built-in Plugins
	Ideal Use Case
	HTTP/2 Support





	Fastify

	High

	Yes (JSON Schema)

	Limited; lightweight

	High-performance APIs and microservices

	Yes




	Express

	Medium

	No (requires additional libraries)

	Extensive middleware ecosystem

	General-purpose web applications

	Yes (with middleware)




	Koa

	Medium

	No (requires middleware)

	Minimal, modular

	Flexible, customizable applications

	Yes (with middleware)




	Hapi

	Medium-High

	Yes (Joi)

	Rich plugin ecosystem

	Enterprise-level applications, APIs with complex needs

	Yes







In a nutshell, Fastify excels in performance and is ideal for high-speed APIs and microservices due to its schema-based validation and minimal overhead. Express remains a versatile choice with a large plugin ecosystem, suitable for general-purpose web applications.


Throughout this book, Fastify will serve as the foundational framework for your Node.js applications, helping you build scalable, responsive, and high-performance services. As you work through the chapters, you’ll learn how to harness Fastify’s strengths while gaining a deeper understanding of how to create efficient, modern web applications.











Chapter 2. Practical Application



A Note for Early Release Readers

With Early Release ebooks, you get books in their earliest form—the author’s raw and unedited content as they write—so you can take advantage of these technologies long before the official release of these titles.


This will be the 2nd chapter of the final book.


If you have comments about how we might improve the content and/or examples in this book, or if you notice missing material within this chapter, please reach out to the editor at mcronin@oreilly.com.




This chapter covers



	
Getting started with a Node app



	
Reading user input on the command line



	
Writing data to a CSV






Whether you are new to programming or a seasoned engineer, you probably opened this chapter to get started with Node. Many Node projects span thousands of lines of code, but some of the most useful and practical applications can be written in only a handful of lines. Let’s skip the part where you get overwhelmed and jump into the practical application.


In this chapter, you’ll get a first glance at what Node can offer out of the box and off the grid. You will learn to build a simple program that can run on anyone’s computer and save real people real time and money. By the end of the chapter, you’ll have Node locked and loaded on your computer, with a development environment ready to build, practically, anything.


Tools & applications used in this chapter

Before you get started, make sure to install and configure the tools and applications required for this project. Detailed installation instructions are available in the appendix sections listed below. Once you’ve completed the setup, return here to continue.



	
Appendix A.1.2 Installing VS Code



	
Appendix A.1.3 Installing Node






Building a project from scratch helps deepen your understanding of each component, giving you greater control and flexibility as you progress.










Your prompt


A travel agent wants to hire you to convert their Rolodex (physical information cards) into some digital format. They just bought a few new computers and want to start importing data. They don’t need anything fancy like a website or mobile application, just a computer prompt to create a tabular format, or comma-separated values (CSV), of data.










Get planning


Luckily, you just started building Node applications and you see this as a great opportunity to use some of Node’s default, out of the box, libraries. This business only wants to manually enter data that can be written to a .csv file. So you start diagramming the requirements of the project and your result is shown in Figure 2-1. The diagram details the following steps:


	
Physical information cards are collected by the user.



	
Open the command line and start the application by running node index.



	
Enter the name, phone number, and email address in the command line prompt.



	
After each entry, contact data is saved through your application to a CSV file on your computer.








[image: CH01 F01 wexler2]
Figure 2-1. Diagramming the project blueprint and flow of information




Each contact has a full name, phone number, and email address listed on their card. You decide to build a simple Node command line application so users can manually enter these three data values for each contact card.


When you’re finished, the user should be able to open their command line, run node index.js and follow the prompts to enter contact information. After each contact is entered, it will be saved to a CSV file as a comma-delimited string.

Note

.csv is a precursor to many of the mainstream database tables used today. While not ideal for storing long-term data, it’s a great way to visualize rows of data for viewing and processing without a database.














Get programming


With Node set up, you begin setting up your project. Choose a location where you’d like to store your project code for this chapter and run mkdir csv_app in your command line to create the project folder.

Tip

To keep your coding projects separate from other work on your computer, you can dedicate a directory for coding. Creating a directory called src at the root level of your computer’s user directory is a good place. That location is /Users/<USERNAME>/src for Macs (~/src), and C:\Users\<USERNAME>\src for Windows computers.




Next, you’ll follow steps to initialize your Node app. When complete, your project directory structure should look like Figure 2-2.

Note

These steps are also available in Appendix B: Setting up Node app essentials.





[image: CH01 F05 wexler2]
Figure 2-2. Project directory structure




Within the csv_app folder run npm init to start the process of creating a new Node application configuration file. You will see a prompt and can fill out your responses as in listing  Example 2-1.


Example 2-1. Prompt for npm init


package name: (csv_app) [image: 1]
version: (1.0.0)
description: An app to write contact information to a csv file.
entry point: (index.js) [image: 2]
test command:
git repository:
keywords:
author: Jon Wexler
license: (ISC)


	[image: 1]

	This is the name of your project


	[image: 2]

	index.js is where your application will start from






This process has created a new file for you: package.json (listing  Example 2-2). This is your application’s configuration file, where you’ll instruct your computer on how to run your Node app.


What’s package.json?

Every Node.js project has a special file called package.json. Think of it as your app’s instruction manual and toolkit. It explains what your app needs to work, what tasks it can do, and even details about the project itself. If you’re new to Node.js, understanding this file is crucial, so let’s break it down:


Why is package.json Important?


Imagine you’re baking a cake. You need ingredients, tools, and step-by-step instructions. Similarly, a Node.js app needs specific libraries (ingredients), configurations (tools), and scripts (steps) to work. The package.json file organizes all of this in one place, making it easy to share your project with others or set it up on a new computer.


Key Parts of package.json



	
dependencies: These are the “ingredients” your app needs—third-party libraries or packages it relies on.
Example: If your app uses Google Maps, you’d include the @google/maps package here. This tells others (and their computers) what to install to make the app work.



	
scripts: These are commands that automate tasks for your app, like starting it, testing it, or building it.
Example: The most common script is npm start, which starts your app. You can also add custom scripts like npm run build to prepare files for deployment.



	
version: This tracks the app’s version, which is helpful as you make updates. Versions follow a format like 1.0.0, where the numbers represent major changes, minor updates, or small fixes (called “patches”).



	
name and description: These fields describe your project. The name field gives your app a unique identifier, and the description explains what it does.



	
license: This tells others the terms for using, sharing, or modifying your app. For example, you might allow open use with an MIT license or set stricter terms.






If you’re working on a team or sharing your code, `package.json `ensures everyone is on the same page. It automates setup, lists required libraries, and saves you from manually explaining how to run your app.


For more information, visit https://nodejs.org/en/knowledge/getting-started/npm/what-is-the-file-package-json/.




Your first step is to add "type": "module" `to your `package.json. This enables ES6 module syntax (import/export) in your Node.js project. Starting from Node.js v13.2.0, stable support for ES6 modules was introduced, making them increasingly popular in Node.js projects. Many developers now prefer ES6 modules over the older CommonJS syntax (require/module.exports) for cleaner and more modern code.


Example 2-2. Contents of package.json


{
  "name": "csv_app",
  "version": "1.0.0",
  "type": "module", [image: 1]
  "description": "An app to write contact information to a csv file.",
  "main": "index.js",
  "scripts": {
    "test": "echo \"Error: no test specified\" && exit 1"
  },
  "author": "Jon Wexler",
  "license": "ISC"
}


	[image: 1]

	This addition allows for module import syntax in your application






Next, you create the entry point to your application, a file titled index.js. This is where the guts of your application will go.


For this project, you realize that Node comes prepackaged with everything you need already. You can make use of the fs module - a library that helps your application interact with your computer’s file system - to create the CSV file. Within index.js you add the writeFileSync function from the fs module by writing import { writeFileSync } from "fs".


You now have access to functions that can create files on your computer. Now you can make use of the writeFileSync function to test that your Node app can successfully create files and add text to them. Add the code in listing Example 2-3 to index.js. Here you are creating a variable called content with some placeholder text. Then, within a try-catch block, you run writeFileSync, a synchronous, blocking function, to create a new file called test.txt within your project’s directory. If the file is created with your added content, you will see a message logged to your command line window with the text Success! Otherwise, if an error occurs, you’ll see the stacktrace and contents of that error logged to your command line window.

Note

With ES6 module import syntax you may make use of destructuring assignment. Instead of importing an entire library, you may import the functions or modules you need only through destructuring. For more information, read https://developer.mozilla.org/en-US/docs/Web/JavaScript/Reference/Operators/Destructuring_assignment.




Example 2-3. Contents of index.js


import { writeFileSync } from "fs"; [image: 1]

const content = "Test content!"; [image: 2]

try { [image: 3]
  writeFileSync("./test.txt", content); [image: 4]
  console.log("Success!"); [image: 5]
} catch (err) {
  console.error(err); [image: 6]
}


	[image: 1]

	Destructure the fs module to import its writeFileSync function


	[image: 2]

	Assign the content variable to a string


	[image: 3]

	Add a try-catch block to wrap your async call


	[image: 4]

	Write to a new file called test.txt


	[image: 5]

	Log success upon file write


	[image: 6]

	Log an error if writeFileSync fails






You’re ready to test this by navigating to your csv_app project folder within your terminal window and running node index.js. Now, check to see if a new file called text.txt was created. If so, open it up to see Test content! within. Now you’re ready to move to the next step and cater this app to handle user input and write to a CSV file.












Translating user input to CSV


Now that your app is set up to save content to a file, you begin writing the logic to accept user input in the command line. Node comes with a module called readline that does just that. By importing the createInterface function, you can map the application’s standard input and output to the readline functionality as seen in Example 2-4. Like the fs module, no additional installations are required other than the default out-of-the-box Node installation on your computer.


In this code, process.stdin and process.stdout are ways that your Node app’s process streams data to and from the command line and filesystem on your computer.


Example 2-4. Mapping input and output to readline in index.js


import { createInterface } from "readline";  [image: 1]

const readline = createInterface({  [image: 2]
  input: process.stdin,
  output: process.stdout
});


	[image: 1]

	Destructure the readline module to import createInterface


	[image: 2]

	Call the createInterface with mappings for user input






Next, you make use of this mapping by using the question function in your readline interface. This function takes a message, or prompt you’ll display to the user on the command line, and will return the user’s input as a return value.

Note

Because this function is asynchronous, you can wrap its return value in a Promise to make use of the async/await syntax from ES6. If you need a refresher on JavaScript Promises, visit https://developer.mozilla.org/en-US/docs/Web/JavaScript/Reference/Global_Objects/Promise




Create a function called readLineAsync that waits for the user to reply and press the enter key before the string value is resolved (listing  Example 2-5). In this way, your custom readLineAsync function will eventually resolve with a response containing the user’s input without holding up the Node app.


Example 2-5. Promise wrapped readLineAsync function in index.js


const readLineAsync = (message) =>  [image: 1]
  new Promise((resolve) => readline.question(message, resolve));  [image: 2]


	[image: 1]

	Declares an asynchronous function readLineAsync that takes a message as input.


	[image: 2]

	Wraps readline.question in a Promise to enable async/await usage, resolving with the user’s input.






Using promisify to wrap your synchronous functions

Using promisify from Node.js’s built-in util module is a powerful technique to convert traditional callback-based functions into promise-based ones, allowing for easier and cleaner asynchronous code using async/await. In many Node.js APIs, especially older ones, asynchronous functions rely on a callback pattern where the last argument is a callback that handles the result or an error. This approach can lead to “callback hell” and less readable code. By using promisify, you can transform these callback functions into promises, simplifying your asynchronous flow and reducing the complexity of error handling.


For example, using promisify to convert a function like fs.readFile or readline.question into a promise allows you to seamlessly integrate these functions into modern JavaScript code. This makes the code more maintainable, as you can use async/await instead of deeply nested callbacks, resulting in a cleaner, more synchronous-like structure. promisify is particularly useful when you are working with legacy Node.js modules or want to upgrade your codebase incrementally to use more modern patterns without significant refactoring. See Example 2-6 for how to use promisify with readline.question.


This code sets up a command-line interface (CLI) using Node.js’s readline module, allowing for asynchronous input from the user with the help of promisify. The key parts include converting the callback-based question method into a promise (using promisify), enabling the use of async/await to prompt the user for their name and then closing the interface once the interaction is complete.


Example 2-6. Promise wrapped readLineAsync function in index.js


import { promisify } from 'util';  [image: 1]
const readLineAsync = promisify(readline.question).bind(rl); [image: 2]
(async () => {
  try {
    const name = await readLineAsync('What is your name? '); [image: 3]
    console.log(`Hello, ${name}!`);
  } catch (err) {
    console.error('Error:', err.message); [image: 4]
  } finally {
    readline.close(); [image: 5]
  }
})();


	[image: 1]

	Import the promisify function from the util module


	[image: 2]

	The readLineAsync method is wrapped with promisify to convert it into a promise-based function


	[image: 3]

	Prompt for user input using async/await


	[image: 4]

	Add a try/catch block to handle any potential errors that occur


	[image: 5]

	Add a finally block ensures that the readline interface is closed








With these functions in place, all you need is to call readLineAsync for your application to start retrieving user input. Because your prompt has three specific data values to save, you can create a class to encapsulate that data for each contact. As seen in listing  Example 2-7, within index.js you import appendFileSync from the fs module, which will create and append to a given file name. Then you define a Person class which takes name, number, and email as arguments in its constructor. Finally, you add a saveToCSV method to the Person class to save each contact’s information in a comma-delimited format suitable for CSV to a file called contacts.csv.


Example 2-7. Defining the Person class in index.js


import { appendFileSync } from "fs"; [image: 1]

class Person { [image: 2]
  constructor(name = "", number = "", email = "") {  [image: 3]
    this.name = name;
    this.number = number;
    this.email = email;
  }
  saveToCSV() { [image: 4]
    const content = `${this.name},${this.number},${this.email}\n`; [image: 5]
    try {
      appendFileSync("./contacts.csv", content); [image: 6]
      console.log(`${this.name} Saved!`);
    } catch (err) {
      console.error(err);
    }
  }
}


	[image: 1]

	Destructure the fs module to import appendFileSync


	[image: 2]

	Define the Person class


	[image: 3]

	Define a constructor with name, number, and email


	[image: 4]

	Add a saveToCSV method for saving contact information to CSV


	[image: 5]

	Use string interpolation to separate each contacts information with commas


	[image: 6]

	Save and append the content string into a file called contacts.csv in your project’s directory





Tip

If you want to ensure that the contacts.csv file exists before you try to append to it, you may also import the existsSync function from the fs module and check if the file exists before appending to it using existsSync("./contacts.csv"). This way, you can avoid errors if the file does not exist.




The last step is to instantiate a new Person object for each new contact you’re manually entering into your application. To do this, you create an async startApp function that uses a while loop controlled by a shouldContinue variable. Initially set to true, this variable determines whether the loop continues.


Within the loop, the function collects the user’s input for name, number, and email using the readLineAsync function. Each input is gathered in sequence, ensuring that the function waits for the user to provide each value before proceeding.


Once all the required values are collected, a new Person object is instantiated with the input values, and the saveToCSV() method is called on the person instance to save the data to a file. After saving, the user is prompted to decide whether to continue entering more data by typing y. If the user enters y, the loop continues; otherwise, shouldContinue is set to false, and the readline interface is closed, ending the application (listing Example 2-8).


Example 2-8. Collecting user input within startApp in index.js


const startApp = async () => {  [image: 1]
  let shouldContinue = true;
  while (shouldContinue) {  [image: 2]
    const name = await readLineAsync("Contact Name: ");
    const number = await readLineAsync("Contact Number: ");
    const email = await readLineAsync("Contact Email: ");

    const person = new Person(name, number, email);  [image: 3]
    person.saveToCSV();

    const response = await readLineAsync("Continue? [y to continue]: ");  [image: 4]
    shouldContinue = response.toLowerCase() === "y";  [image: 5]
  }
  readline.close();  [image: 6]
};


	[image: 1]

	Declares an asynchronous startApp function to manage the app’s flow.


	[image: 2]

	Uses a while loop controlled by the shouldContinue variable for repeated prompts.


	[image: 3]

	Creates a Person instance with the collected name, number, and email inputs.


	[image: 4]

	Asks the user if they want to continue entering data.


	[image: 5]

	Updates shouldContinue based on the user’s response (y to continue).


	[image: 6]

	Closes the readline interface, ending the application.






Then add startApp() at the bottom of index.js to start the app when the file is run. Your final index.js file should look like listing  Example 2-9.


Example 2-9. Complete index.js


import { appendFileSync } from "fs";
import { createInterface } from "readline";

const readline = createInterface({
  input: process.stdin,
  output: process.stdout,
});

const readLineAsync = (message) =>
  new Promise((resolve) => readline.question(message, resolve));

class Person {
  constructor(name, number, email) {
    this.name = name;
    this.number = number;
    this.email = email;
  }
  saveToCSV() {
    const content = `${this.name},${this.number},${this.email}\n`;
    try {
      appendFileSync("./contacts.csv", content);
      console.log(`${this.name} Saved!`);
    } catch (err) {
      console.error(err);
    }
  }
}

const startApp = async () => {
  let shouldContinue = true;
  while (shouldContinue) {
    const name = await readLineAsync("Contact Name: ");
    const number = await readLineAsync("Contact Number: ");
    const email = await readLineAsync("Contact Email: ");

    const person = new Person(name, number, email);
    person.saveToCSV();

    const response = await readLineAsync("Continue? [y to continue]: ");
    shouldContinue = response.toLowerCase() === "y";
  }
  readline.close();
};

startApp();



In the project folder on your command line, run node index to start seeing text prompts as seen in Figure 2-3.



[image: CH01 F06 wexler2]
Figure 2-3. Command line prompts for user input




When you are done entering all the contact’s details, you can then see that the information has been saved to a file called contacts.csv in the same folder. Each line of that file should be comma-delimited, looking like Jon Wexler,2155550123,Jon@jonwexler.com.


This should be just what the travel agency needs to convert their physical contact cards into a CSV file they can use in many other ways. In the next section, you’ll explore how third-party libraries can simplify your code even further.










Working with external packages


It didn’t take much code to build an application that is as functional and effective as csv_app. The good news is your work is done. There’s even better news! While Node offers built-in modules for a variety of tasks, there are plenty of external libraries (npm packages) you can install to reduce your written code even further.


To improve the readability of your written code so far, you can install the prompt and csv-writer packages by running npm install csv-writer@^1.6.0 prompt@^1.3.0 in your project folder on your command line. This command will also list these two packages in your package.json file.

Note

You can read more about prompt at npmjs.com/package/prompt and csv-writer at npmjs.com/package/csv-writer.




In your index.js file, import prompt and use it to replace your readLineAsync calls as shown in listing Example 2-10. Start by initializing prompt with prompt.start() and setting the prompt.message to an empty string to remove unnecessary prefixes in the terminal. You can now remove the readLineAsync function, readline interface mappings, and readline module imports from your code.


prompt.get is used to collect the user’s input for multiple prompts at once, returning an object where each prompt’s name corresponds to its response. These responses are directly passed to a new Person instance during its creation, eliminating the need for Object.assign.


After saving the person’s values to a CSV file using the saveToCSV method, the program prompts the user to decide if they want to continue. The user’s response is destructured and assigned to the again variable, which determines whether the program recursively calls itself to collect additional inputs or exits.


Example 2-10. Replacing readLineAsync with prompt in index.js


import prompt from "prompt";  [image: 1]
prompt.start();  [image: 2]
prompt.message = ""; [image: 3]
...
const startApp = async () => {  [image: 1]
  const questions = [  [image: 2]
    { name: "name", description: "Contact Name" },
    { name: "number", description: "Contact Number" },
    { name: "email", description: "Contact Email" },
  ];

  const responses = await prompt.get(questions);  [image: 3]
  const person = new Person(responses.name, responses.number, responses.email);  [image: 4]
  await person.saveToCSV();

  const { again } = await prompt.get([
    { name: "again", description: "Continue? [y to continue]" },
  ]);  [image: 5]

  if (again.toLowerCase() === "y") await startApp();  [image: 6]
};


	[image: 1]

	Defines the startApp function as asynchronous to allow for await usage.


	[image: 2]

	Creates an array of questions for collecting name, number, and email inputs.


	[image: 3]

	Prompts the user for the questions and collects the responses.


	[image: 4]

	Instantiates a Person object with the collected responses.


	[image: 5]

	Asks the user if they want to continue adding contacts.


	[image: 6]

	Recursively calls startApp if the user opts to continue; otherwise, the program ends.






Similar to how the external prompt package displaced the fs module, csv-writer replaces the need of your fs module imports and define a more  structured approach for writing to your CSV by including a header, as shown in listing  Example 2-11.


Example 2-11. Importing and setting up csv-writer in index.js


import { createObjectCsvWriter } from "csv-writer"; [image: 1]
...
const csvWriter = createObjectCsvWriter({ [image: 2]
  path: "./contacts.csv",
  append: true,
  header: [
    { id: "name", title: "NAME" },
    { id: "number", title: "NUMBER" },
    { id: "email", title: "EMAIL" },
  ],
});


	[image: 1]

	Destructure csv-writer to import createObjectCsvWriter


	[image: 2]

	Configure csvWriter to write to contacts.csv, append to the file, and include headers






Finally, you modify your saveToCSV method on the Person class to use csvWriter.writeRecords instead (Example 2-12).


Example 2-12. Update saveToCSV in Person class to use csvWriter.writeRecords in index.js


...
async saveToCSV() {
  try {
    const { name, number, email } = this; [image: 1]
    await csvWriter.writeRecords([{ name, number, email }]); [image: 2]
    console.log(`${name} Saved!`);
  } catch (err) {
    console.error(err);
  }
}
...


	[image: 1]

	Destructure your Person instance variables


	[image: 2]

	Use csvWriter.writeRecords to write a row of values to your CSV file






With these two changes in place your new index.js file should look like listing  Example 2-13.


Example 2-13. Using external packages in index.js


import { createObjectCsvWriter } from "csv-writer";
import prompt from "prompt";

prompt.message = "";
prompt.start();

const csvWriter = createObjectCsvWriter({
  path: "./contacts.csv",
  append: true,
  header: [
    { id: "name", title: "NAME" },
    { id: "number", title: "NUMBER" },
    { id: "email", title: "EMAIL" },
  ],
});

class Person {
  constructor(name = "", number = "", email = "") {
    this.name = name;
    this.number = number;
    this.email = email;
  }

  async saveToCSV() {
    try {
      const { name, number, email } = this;
      await csvWriter.writeRecords([{ name, number, email }]);
      console.log(`${name} Saved!`);
    } catch (err) {
      console.error("Error saving contact:", err);
    }
  }
}

const startApp = async () => {
  const questions = [
    { name: "name", description: "Contact Name" },
    { name: "number", description: "Contact Number" },
    { name: "email", description: "Contact Email" },
  ];

  const responses = await prompt.get(questions);
  const person = new Person(responses.name, responses.number, responses.email);
  await person.saveToCSV();

  const { again } = await prompt.get([
    { name: "again", description: "Continue? [y to continue]" },
  ]);

  if (again.toLowerCase() === "y") await startApp();
};

startApp();



Now when you run node index, the application’s behavior should be exactly the same as in section 2. This time your contacts.csv file should list headers at the top of the file. This is a great example of how you can use Node out of the box to solve a real-world problem, then refactor and improve your code by using external packages built by the thriving online Node community!










Try to improve the code


	
Add some input validation to ensure that the user is entering valid data for the name, number, and email fields. For example, you could check that the email field is a valid email address and that the phone number contains only digits..



	
Consider wrapping the csv-writer module in a try/catch block to handle errors that may occur while writing to the CSV file.



	
Add some error handling for the case where the CSV file cannot be written to, for example if the user does not have permission to write to the file.



	
Instead of using the prompt module to collect user input, you could consider using a more user-friendly method such as a form in an HTML page. This requires serving an HTML page and handling the form response.



	
Add some documentation to the code to explain its purpose and how it works.



	
Add some error handling to the startApp function. Currently, if an error occurs while prompting the user for input or writing to the CSV file, it will be caught by the catch block in the saveToCSV method, but it will not be clear to the user what went wrong.



	
Instead of prompting the user to continue after each contact is saved, consider allowing the user to enter multiple contacts before writing them to the CSV file. This would improve the efficiency of the program, as it would only need to write to the file once instead of after each contact is added.















Summary


In this chapter you



	
Developed a Node.js application to automate the conversion of contact data from physical cards into a CSV format.



	
Learned how to read user input from the command line using both built-in Node.js libraries and external packages.



	
Efficiently stored contact information in a CSV file with structured headers using the csv-writer package.



	
Enhanced your project by integrating external libraries, improving both code readability and functionality.



	
Established a foundational workflow for building command-line tools that solve real-world problems with minimal code.















Chapter 3. Building a Node web server



A Note for Early Release Readers

With Early Release ebooks, you get books in their earliest form—the author’s raw and unedited content as they write—so you can take advantage of these technologies long before the official release of these titles.


This will be the 3rd chapter of the final book.


If you have comments about how we might improve the content and/or examples in this book, or if you notice missing material within this chapter, please reach out to the editor at mcronin@oreilly.com.




This chapter covers



	
Using Node as a web interface



	
Building a Node web app with Fastify



	
Serving static pages with dynamic content






Node is about using JavaScript on the server. JavaScript itself is already an asynchronous language by nature, but not until 2009 was it used outside your standard web browser. As dependence on the internet grew worldwide, businesses demanded new innovative development strategies that also took into account hirable skill sets already in the market. Thereafter, JavaScript took off for both frontend and backend development, setting up new application design patterns with Node’s single-threaded event loop.


In this chapter, you’ll explore the most common use-case for Node, a web application, and how the event loop plays a role. By the end of this chapter, you’ll be able to use Node’s most popular project framework, Fastify, to build both simple web servers and more extensive applications.


Tools & applications used in this chapter

Before you get started, make sure to install and configure the tools and applications required for this project. Detailed installation instructions are available in the appendix sections listed below. Once you’ve completed the setup, return here to continue.



	
Appendix A.1.2: Installing VS Code



	
Appendix A.1.3: Installing Node






Building a project from scratch helps deepen your understanding of each component, giving you greater control and flexibility as you progress.










Your prompt


A local restaurant, What’s Fare is Fair, has decided to invest some money into a home-grown web application to better serve its customers. They’ve reached out to you, an eager software engineer, to help craft a lightweight application that can display their landing page, static menu, and operating hours.










Get planning


After careful consideration, you realize this business needs only a simple web server to serve static content to their customers. In this case you only need to support three web pages of content. Being an experienced Node engineer, you know that you may use the built-in http module, but find it more flexible to work with a popular external library called Fastify. Before you get programming, you diagram the requirements of the project and your result, as shown in Figure 3-1.



[image: CH02 F01 wexler2]
Figure 3-1. Project blueprint




A word on web servers

Node’s runtime environment is versatile enough to create applications that communicate over the internet using standard protocols, with HTTP being the most common. While Node’s built-in http module allows you to build web servers, setting up even a basic website can require significant code and configuration.


To streamline this process, frameworks like fastify provide a more comprehensive solution. Fastify not only simplifies the implementation of http for handling web requests and responses, but also introduces a structured approach to organizing your application’s files, integrating third-party packages, and building web applications more efficiently. In fact, many other Node.js frameworks build upon Fastify as a foundation for their additional tools and features. For more details on Fastify and its capabilities, visit https://fastify.dev/.




As customers visit the restaurant’s site, your Fastify app will efficiently route them to the requested pages. Leveraging Node.js’s single-threaded event loop, Fastify handles incoming requests asynchronously. Each request represents a customer’s attempt to access a specific page via a URL. Despite running on a single thread, Node’s non-blocking architecture allows it to handle multiple requests concurrently by offloading tasks (like database queries or file reads) to the background. This means your app can quickly process each customer’s request without being held up by others, as long as no heavy, CPU-bound operations (like calculating the 50th Fibonacci number) are blocking the event loop. Thanks to this approach, Fastify ensures fast, scalable performance even under load. You visualize how Node’s event loop manages and prioritizes incoming requests.


Blocking the Event Loop

The Node Event Loop is the heart of how every Node.js application runs. Since JavaScript in Node operates on a single thread, it’s crucial to allow this thread to handle as many tasks as possible without delays. Figure 3-2 illustrates some common ways the Event Loop can be blocked.


Although Node uses a single thread, it can create additional threads from a “thread pool,” often referred to as “worker threads.” These worker threads are typically assigned more resource-intensive tasks, such as file system operations, database queries (I/O), or cryptographic functions. The purpose of these worker threads is to offload heavy tasks from the main Event Loop, allowing it to stay responsive. However, if the Event Loop itself is busy handling complex or slow-running tasks, your app’s performance can suffer.


The main thread is responsible for coordinating asynchronous tasks and processing their callbacks when they’re ready. However, if those callbacks include operations like nested loops, processing large datasets, or other CPU-heavy computations, the Event Loop gets “blocked.” This means it can’t handle other incoming tasks until it finishes the current one, leading to slower responses.



[image: CH02 F012 wexler2]
Figure 3-2. How to block the Event Loop




In the context of a web server, each Event Loop cycle corresponds to handling requests from clients. If the Event Loop is blocked by one client’s request—like generating a web page with complex processing—other clients will have to wait until that task is complete. As you build your web servers, it’s important to differentiate between tasks that run in constant time (quick operations) versus tasks that run in exponential time (like nested loops or CPU-intensive algorithms) and could block the Event Loop.


For more information, visit https://nodejs.org/en/docs/guides/dont-block-the-event-loop/#don-t-block-the-event-loop.




Figure 3-3 illustrates how web requests are processed within your Fastify-powered web application. Similar to Figure 3-1, customers access the restaurant’s website without any predictability regarding the number of visitors or the rate at which requests arrive. Each request, however, is processed individually as it enters your application. Node’s event loop efficiently queues incoming requests, assigning responses while simultaneously managing new ones. Thanks to the queue system, the event loop handles each request as soon as resources are available. For example, when a customer requests the restaurant’s menu, Fastify routes them to a static webpage displaying the business hours, ensuring that all requests are handled smoothly, even under varying load conditions.

Note

For more information about Node’s event loop see the official documentation page at https://nodejs.org/en/docs/guides/event-loop-timers-and-nexttick/ or read about it at https://developer.mozilla.org/en-US/docs/Web/JavaScript/EventLoop.
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Figure 3-3. Development workflow




With the big picture captured, it’s time to get programming.












Building the application skeleton


While this project can be relatively straightforward, it’s often helpful to break tasks down into more manageable segments. To start, you create an application skeleton that contains the Fastify framework and some of your application logic.










Working with Fastify


Initialize a new Node application by creating a new folder called restaurant_web_server, entering the folder on your command line, and running npm init (listing Example 3-1).


Example 3-1. Prompt for npm init


package name: (restaurant_web_server) [image: 1]
version: (1.0.0)
description: An web application for a local restaurant.
entry point: (index.js) [image: 2]
test command:
git repository:
keywords:
author: Jon Wexler
license: (ISC)


	[image: 1]

	This is the name of your project


	[image: 2]

	index.js is where your application will start from






After running through the prompt, your package.json file will appear in the project’s folder. This file contains both the application’s general configurations and the dependent modules as well.


Next, you run npm install fastify@4.28.1 to install the fastify package. You’ll need an internet connection, as running this command will fetch the contents of the fastify package from the npm registry at https://www.npmjs.com and add them to your node_modules folder at the root level of your project. Unlike the fs and http modules that are prepackaged with Node, the fastify module is not offered with your initial installation. Instead, Fastify is bundled into a packaged called fastify that can be downloaded and installed separately through Node’s package management registry tool, npm.

Note

Both Node and Fastify are projects supported by the OpenJS Foundation. For more information about open-source JavaScript projects from OpenJS visit https://openjsf.org/




After installing fastify you notice that fastify is added to your package.json file under a section called dependencies, as seen in listing Example 3-2.

Note

There are a variety of ways to write npm commands, some shorter, and others more explicit in their phrasing. Learn more about npm command line shorthands and flags at https://docs.npmjs.com/cli/v8/using-npm/config




Example 3-2. Package dependencies in package.json


"dependencies": {
  "fastify": "^4.28.1" [image: 1]
},


	[image: 1]

	fastify v^4.28.1 listed as the sole dependency





Note

The use of ^ in npm package versioning means your application will ensure that this version, or any compatible versions of the package with minor or patch updates, will be installed to your application. ~ before the version number means only patch updates will be installed, but not minor version changes. For more about package.json and how versioning works see https://docs.npmjs.com/cli/v8/configuring-npm/package-json




With fastify installed, you create a file called index.js at the root level of your project folder. Next you import fastify into your application on the first line by adding import fastify from 'fastify'.

Note

As of Node v12, ES6 module imports are supported natively, but they are not enabled by default. You need to add "type": "module" to your package.json file to use the import syntax. Alternatively, if you do not want to modify package.json, you can use the .mjs file extension for individual files.




As shown in listing Example 3-3, you then type const app = Fastify() to instantiate a new instance of an Fastify application and assign it to a variable called app. You also assign another variable called port a development port number of 3000.

Note

In development, you can use almost any port number to test your code. Ports like 80, 443, and 22 are usually reserved for specific purposes—80 for regular web traffic, 443 for secure (SSL) web traffic, and 22 for SSH connections. Port 3000, however, has become a popular default choice among software engineers for development.




Your app object has functions to handle incoming web requests. You add app.get on “/”, which listens for HTTP GET requests to your web app’s home page. The app.get callback function processes the request and directly returns a plain-text response using "Welcome to What's Fare is Fair!". This response is sent back to the customer’s web browser when they visit your app’s home page. The code is streamlined by using return statement.

Note

Fastify’s app.get is named according to the HTTP request type. The most common requests are GET, POST, PUT, and DELETE. To get more familiar with these request methods read more at https://developer.mozilla.org/en-US/docs/Web/HTTP/Methods




Example 3-3. Setting up your Fastify app in index.js


import Fastify from "fastify"; [image: 1]
const app = Fastify(); [image: 2]
const port = 3000; [image: 3]

app.get("/", async (request, reply) => { [image: 4]
  return "Welcome to What's Fare is Fair!"; [image: 5]
});

app.listen({ port }, (err) => { [image: 6]
  if (err) {
    app.log.error(err); [image: 7]
    process.exit(1); [image: 8]
  }
  console.log(`Web Server is listening at http://localhost:${port}`); [image: 9]
});


	[image: 1]

	Import the Fastify module to create a server.


	[image: 2]

	Create an instance of Fastify, which acts as your web server.


	[image: 3]

	Define the port on which the application will run (defaulted to 3000).


	[image: 4]

	Register a route that listens for HTTP GET requests at the root URL (“/”).


	[image: 5]

	Respond with a plain text message using the return statement.


	[image: 6]

	Start the server and bind it to the defined port, providing a callback for handling errors and success messages.


	[image: 7]

	Log any errors encountered while starting the server using Fastify’s logger.


	[image: 8]

	Exit the Node.js process with a failure code (1) if the server fails to start.


	[image: 9]

	Log a confirmation message to the console, including the server’s address, once it is successfully running.





Tip

If you do not use process.exit(1) when an error occurs during startup, your application might continue running in a broken state, which could cause unpredictable behavior. Exiting the process ensures the error is caught early and handled appropriately.



Note

In Fastify, you handle requests using request and send responses using reply. The function is marked as async to work with Fastify’s promise-based routing. Fastify automatically serializes the returned value as the response body. With the reply object you can set headers, status codes, and even stream responses




Now, you can start your application by running node index in your project’s command line window. You should then see a logged statement that reads: Web Server is listening at http://localhost:3000.

Note

localhost is a special hostname that refers to your own computer, used for testing and development without sending data over the internet. It’s mapped to reserved IP addresses like 127.0.0.1 (IPv4) and ::1 (IPv6) via the system’s hosts file, bypassing DNS lookups. When you use localhost, your computer loops the request back to itself through a virtual network adapter called the loopback.




This means you can open your favorite web browser and visit http://localhost:3000 to see the text in Figure 3-4.



[image: CH02 F03 wexler2]
Figure 3-4. Viewing your web server’s response in your web browser




With your application’s foundation out of the way, it’s time to add some flair to What’s Fare is Fair’s site.












Adding routes and data


With your application running, you move on to add more routes and context to your restaurant’s site. You already added one route: a GET request to the homepage (/). Now, you can add two more routes for the menu page and operating hours page, as depicted in listing Example 3-4. Each app.get provides a new route at which your web pages are reachable.


Example 3-4. Adding two more routes in index.js


app.get("/menu", async (request, reply) => { [image: 1]
  return "TODO: Menu Page";
});

app.get("/hours", async (request, reply) => { [image: 2]
  return "TODO: Hours Page";
});


	[image: 1]

	A Fastify route for GET requests to the /menu path


	[image: 2]

	A Fastify route for GET requests to the /hours path






You can stop your Node server by pressing
kbd:[Ctrl+C] in the command line of your running project. With your new changes in place, you can start your project again by running node index. Now when you navigate to http://localhost:3000/menu andhttp://localhost:3000/hours[http://localhost:3000/hours] you’ll see the text change to your TODO messages.


This is a good start, but you’ll need to fill in some meaningful data here. Your contact at What’s Fare is Fair provides you with pictures of their menu (Figure 3-5). This image provides insight into the structure of the data in the restaurant’s menu. For example, each item has a title, price, and description.



[image: CH02 F04 wexler2]
Figure 3-5. Sample menu image




Similarly, the restaurant provides a visual of their operating hours, as shown in Figure 3-6. Here, you notice that certain days share the same hours of operation, while one day has different hours, and one day the restaurant is closed. Being able to examine this information ahead of building your web pages can help you design your project in an efficient way.



[image: CH02 F05 wexler2]
Figure 3-6. Sample operating hours image




With these two references for data, you can convert the menu and hours list into JavaScript-friendly data modules. First, you create a folder called data in your project directory, where you’ll add a menuItem.js and a operatingHours.js file. From these files you use the ES6 export default syntax to export all of the files contents for use in other modules, as shown in listing Example 3-5 and listing Example 3-6.


Example 3-5. Menu data in menuItems.js


export default [ [image: 1]
  {
    name: "Broccoli Pie",
    description: "A green pie with an earthy crust",
    cost: 12.99,
  },
  {
    name: "Eggplant Smoothie",
    description: "A purple shake with an earthy quake",
    cost: 5.99,
  },
  {
    name: "Watermelon Sushi",
    description: "A red roll with atmospheric sweetness",
    cost: 8.99,
  },
];


	[image: 1]

	Export an array of menu items for use in other parts of the project






Transforming the data from a physical menu to this digital JSON-like structure will make it easier for you to systematically display relevant menu items to the restaurant’s customers. Because operating hours are the same every day except for Monday and Sunday, the normal hours can be listed as defaultHours values in operatingHours.js.


Example 3-6. Hours data in operatingHours.js


export default { [image: 1]
  defaultHours: {
    open: 11,
    closed: 22,
  },
  monday: {
    open: null,
    closed: null,
  },
  sunday: {
    open: 12,
    closed: 20,
  },
};


	[image: 1]

	Export an object with default operating hours and values for special cases






To make use of this data, you import the two relative modules at the top of index.js (listing Example 3-7).


Example 3-7. Importing data modules into index.js


import operatingHours from "./data/operatingHours.js"; [image: 1]
import menuItems from "./data/menuItems.js";


	[image: 1]

	Import custom modules from their relative data directory






To test that these values are being loaded properly, you replace the return statements in the /menu and /hours routes with reply.send(menuItems) and reply.send(operatingHours), respectively. Doing so should replace the static text you previously saw when loading your web page with more meaningful data provided by the restaurant. This step in the process helps you validate that the data you’re expecting is properly flowing to the webpages you intend it to reach.


Restart your Node server and visit http://localhost:3000/menu and http://localhost:3000/hours. Your result for the menu page on your web browser should look like Figure 3-7.



[image: CH02 F06 wexler2]
Figure 3-7. Sample menu image




With this data displayed on the browser, the next step is to format it to be more visually appealing.










Building your UI


You could build a user interface using a frontend framework like React.js, Vue.js, or Angular.js. However, to keep this app simple, you’ll set up server-side rendering (SSR) using Embedded JavaScript Templates (EJS) with Fastify.

Note

There are a variety of templating engines that work well with Node and Fastify. Check out https://ejs.co/ and https://pugjs.org/api/getting-started.html to learn more about EJS and Pug.




On the command line, you navigate to your project folder and run npm install @fastify/view@9.1.0 ejs@3.1.6. This installs the ejs package, which facilitates converting HTML content with dynamic data into static HTML pages, and the @fastify/view Fastify plugin, which allows you to use EJS as a templating engine in your Fastify project.

Note

The @fastify/view plugin is a Fastify plugin that allows you to use a variety of templating engines with Fastify. This package is a separate plugin in Fastify to maintain the framework’s core philosophy of being lightweight, modular, and highly performant. For more information on how to use this plugin visit https://www.fastify.io/docs/latest/Rendering/.




Next, you configure Fastify to use the ejs templating engine (listing Example 3-8). Once configured, you can use Fastify’s reply.view method to render pages with HTML and EJS templates.


Example 3-8. Updating Fastify routes to render EJS files


import ejs from 'ejs'; [image: 1]
import fastifyView from '@fastify/view';
...
app.register(fastifyView, { [image: 2]
  engine: {
    ejs: ejs,
  },
});

app.get("/", (req, reply) => {
  reply.view("views/index.ejs", { name: "What's Fare is Fair" }); [image: 3]
});

app.get("/menu", (req, reply) => { [image: 4]
  reply.view("views/menu.ejs", { menuItems });
});

app.get('/hours', (req, reply) => { [image: 5]
  const days = [
    "monday",
    "tuesday",
    "wednesday",
    "thursday",
    "friday",
    "saturday",
    "sunday",
  ];
  reply.view("views/hours.ejs", { operatingHours, days });
});

app.listen({ port: 3000 }, (err, address) => {
  if (err) throw err;
  console.log(`Server running at ${address}`);
});


	[image: 1]

	Import the EJS templating engine and the Fastify view plugin


	[image: 2]

	Set EJS as your templating engine


	[image: 3]

	Use reply.view to display the index.ejs page in your pages folder


	[image: 4]

	Use reply.view to display the hours.ejs page in your pages folder, passing menuItems data


	[image: 5]

	Use reply.view to display the menu.ejs page in your pages folder, passing operatingHours and days data






To properly render these pages, you need to create a folder called views at the root level of your project and add three new files: index.ejs, menu.ejs, and hours.ejs. These files will be located by the EJS templating engine in Fastify when a request is made to the corresponding route. To complete the process, you can fill these files with a mix of HTML and EJS. Listing Example 3-9 shows an example of your landing page, index.ejs.


Example 3-9. Landing page content in index.ejs


<!DOCTYPE html> [image: 1]
<html lang="en">

<head>
  <meta charset="UTF-8">
  <title>Restaurant</title>
</head>

<body>
  <h1>Welcome to <%= name %></h1> [image: 2]
</body>

</html>


	[image: 1]

	Basic HTML5 structure with your main content in the body tag


	[image: 2]

	Text to display the dynamic name data from your index.js file





Note

EJS uses <%= %> to display content within in the HTML. In listing Example 3-10 you use this syntax to display the business name. If you want to run JavaScript on the page without printing anything you leave out the =.




When you restart your project and visit http://localhost:3000 your browser should look like Figure 3-8.



[image: CH02 F07 wexler2]
Figure 3-8. Browser rendering of index.ejs




You go on to add the same HTML structure to menu.ejs and hours.ejs. Modifying only the body tags of each, your menu.ejs will contain a for loop iterating over each menu item. From there you display the name, description and cost of each item (listing Example 3-10).


Example 3-10. Menu page content in menu.ejs


<h1>Our Menu</h1>
<ol>
  <% for (let item of menuItems) { %> [image: 1]
    <li>
      <strong><%= item.name %></strong> [image: 2]
      <span><%= item.description %></span> [image: 3]
      <span><%= item.cost %></span>
    </li>
  <% }%>
</ol>


	[image: 1]

	Loop through the menuItems values, assigning each object as item with each iteration


	[image: 2]

	Display the menu item in bold


	[image: 3]

	Display the description and cost alongside the name






With this code in place, restart your node server and navigate to http://localhost:3000/menu in your web browser to see a page that looks like Figure 3-9.



[image: CH02 F08 wexler2]
Figure 3-9. Browser rendering of menu.ejs




Similarly, in hours.ejs, you iterate over each day in your days array. From there, you determine whether you have data for that day to display, or simply use the default values previously defined. You use an if-else condition here in EJS to separate the UI for days that have hours to display and Monday, when the restaurant is closed (Example 3-11).


Example 3-11. Hours page content in hours.ejs


<h1>Our Hours</h1> [image: 1]
<% for(let day of days) { %> [image: 2]
 <% const hoursObj = operatingHours[day] || operatingHours['defaultHours'] %> [image: 3]
 <section style="display: inline-flex; flex-direction: column; padding: 5px;">
    <h2><%= day.toUpperCase() %></h2> [image: 4]
    <div>
      <% if (hoursObj.open) {%> [image: 5]
        <p>Open: <%= hoursObj.open %></p> [image: 6]
        <p>Closed: <%= hoursObj.closed %></p>
      <% } else {%>
        <p>CLOSED</p> [image: 7]
      <% } %>
    </div>
 </section>
<% }%>


	[image: 1]

	Display the page name


	[image: 2]

	Loop over days, assigning each value to day on each iteration


	[image: 3]

	Define an hoursObj variable to contain the opening and closing hours data


	[image: 4]

	Display the fully capitalized day name


	[image: 5]

	Check whether the day has opening hours data


	[image: 6]

	Display the opening and closing hours


	[image: 7]

	Display the message when closed






With this last page complete, you restart your node server and navigate to http://localhost:3000/hours in your web browser to see a page that looks like Figure 3-10.



[image: CH02 F09 wexler2]
Figure 3-10. Browser rendering of hours.ejs




Admittedly, these pages aren’t visually appealing, even though they display the required information for the restaurant. This is the stage where you might consider enhancing the UI with HTML, CSS, and client-side JavaScript. While these additions are out of scope for a server-side Fastify project, you can easily integrate them. To learn more about serving static assets like stylesheets and images in Fastify, visit https://www.fastify.io/docs/latest/Guides/Serving-Static-Files/. Next, you’ll explore how adding some basic styling can improve the look and feel of your web application.










Sprucing up the UI


Building a fullstack application typically involves work on both the frontend and backend. As a Node engineer, your primary focus will often be on the backend. As such, there’s no hard requirement to be fluent in HTML or CSS, or their relative libraries and frameworks. It’s best to commit time to building out the UI, or to allocate the work for someone with frontend experience.


To quickly add a CSS library to Fastify, start by creating a public folder at the root level of your project. Then, you need to install the @fastify/static by running npm i @fastify/static@7.0.4 at the root level of your project in the command line.


Next, register the @fastify/static plugin in your index.js file to serve static assets from the public directory (Example 3-12). Once set up, you can add any .css files, images, or other static content to your public folder and access those resources directly in your ejs files. Then you’ll need to reference your CSS files in the <head> tag of your EJS files. For example, <link rel="stylesheet" href="public/stylesheets/style.css" /> would link to a style.css in the public/stylesheets/ folder.


Example 3-12. Adding static assets to your Fastify app


...
import fastifyStatic from '@fastify/static'; [image: 1]
import { join } from "path"; [image: 2]
const publicPath = join(process.cwd(), "public"); [image: 3]
...

app.register(fastifyStatic, { [image: 4]
  root: publicPath, [image: 5]
  prefix: '/public/', [image: 6]
});
...


	[image: 1]

	Import the @fastify/static plugin, used to serve static files such as CSS, images, and other assets in Fastify


	[image: 2]

	Import join from path, used to construct a cross-platform compatible file path to the public folder


	[image: 3]

	Register fastifyStatic plugin to enable serving static files


	[image: 4]

	Register fastifyStatic plugin to enable serving static files


	[image: 5]

	Set the directory publicPath from which static files will be served.


	[image: 6]

	Set the URL prefix for static files to /public/






Look at Figure 3-11, Figure 3-12, and Figure 3-13 to see how the addition of stylesheets can improve the aesthetics of the pages you built.



[image: CH02 F10 wexler2 raw]
Figure 3-11. Browser rendering of styled index.ejs




The landing page can be designed with any layout you prefer. Fastify supports a wide range of templating engines, allowing for flexible and customizable layouts. Popular engines like EJS, Pug, and Handlebars can be easily integrated with Fastify using plugins. For more information on using templating engines with Fastify, visit https://www.fastify.io/docs/latest/Guides/Templating/.



[image: CH02 F11 wexler2 raw]
Figure 3-12. Browser rendering of styled menu.ejs




The menu UI immediately feels more familiar with a visual that indicates the customer may place an online order. Online purchasing can be added to an Node app like this. For now, it’s simply a visual that may encourage the restaurant to invest more time to build a more robust application.



[image: CH02 F12 wexler2 raw]
Figure 3-13. Browser rendering of styled hours.ejs




The hours of operation may be displayed in a variety of ways. In Figure 3-13, a flex-box style is added to ensure all days and times are spaced out without overlap.


If you have the time to dedicate to improving the UI of a Node web app or if you can work alongside a frontend developer, you may find the end result more pleasing to your customer.










Summary


In this chapter you



	
Built a Fastify web server, learning how Node’s event loop handles asynchronous requests and avoids blocking.



	
Configured routes to serve dynamic content and organized your project using separate data modules.



	
Implemented server-side rendering with EJS and improved the visual design of web pages using static assets.



	
Integrated key Fastify plugins to enhance functionality and streamline your application.















Chapter 4. Build a Secure Local Password Manager



A Note for Early Release Readers

With Early Release ebooks, you get books in their earliest form—the author’s raw and unedited content as they write—so you can take advantage of these technologies long before the official release of these titles.


This will be the 4th chapter of the final book.


If you have comments about how we might improve the content and/or examples in this book, or if you notice missing material within this chapter, please reach out to the editor at mcronin@oreilly.com.




This chapter covers



	
Data hashing concepts



	
Working with Bcrypt



	
Saving data to a Mongodb collection






Building applications on the server provides immediate benefits over building on the client. One of those benefits is enhanced control over data security.


The server engineer is typically responsible for protecting data in the database, determining what data the client can view, and who can see it. For this reason, there are a multitude of hashing packages on the npm registry to use with Node to hide sensitive data from all other than the data’s original owner.

Note

Although it is commonly expanded as “Node Package Manager,” npm is not officially an acronym. The creators of npm have stated that it originally stood for “npm is not an acronym.”




In this chapter, you will build a password manager using the bcrypt hashing package and mongodb for persistent storage. You’ll start by understanding what happens under the hood with hashing and how you can use this mechanism to build an effective productivity tool. Later, you’ll introduce document storage with MongoDB to stay your hashed data for future access.


Tools & applications used in this chapter

Before you get started, make sure to install and configure the tools and applications required for this project. Detailed installation instructions are available in the appendix sections listed below. Once you’ve completed the setup, return here to continue.



	
Appendix A.1.2 Installing VS Code



	
Appendix A.1.3 Installing Node



	
Appendix A.1.4 Installing MongoDB






Building a project from scratch helps deepen your understanding of each component, giving you greater control and flexibility as you progress.










Your prompt


Your blockchain startup, Crypto Spies, is growing. With each new service your company uses, you’re finding it harder to keep track of your passwords, and you don’t yet trust external companies to manage them for you. You decide to set a few hours aside and build your own password manager. This way, you can quickly access passwords from your homemade manager running on your computer.










Get planning


You’ve decided that you want this Node application to run on your own machine, only allow access via a hashed password, and save your personal passwords in a database. To get this application working in only a short time, you choose an existing hashing library to hash your passwords, and MongoDB to store those passwords. Before you start programming, you diagram the requirements of the project and your result.


Figure 4-1 shows the flow of information for your completed application. Your application will store both an hashed master password and plain text passwords. The following steps detail how the application should work:


	
To start, a master password will be typed into your command line and sent to your Node application.



	
Your application logic hashes that password and saves it to your database.



	
The next time you access your application, you type your master password, which will be validated against your hashed password.



	
If the typed password matches your master password, you may choose to save personal passwords or view a list of saved passwords.








[image: CH03 F01 wexler2]
Figure 4-1. Project blueprint for flow of data in password manager app




As you type new passwords to save to your database, the password text enters into your Node app. From there, application logic hashes your password and saves it to your database. To retrieve that list of passwords, you must re-type a master password that only you know.


Now, it’s time to start coding.












Building a local command-line manager


It’s best to build a simple version of your application and incrementally add capabilities. For your first version, you plan to build a Node application with the logic to hashes your main password and store your list of other passwords in memory (this means the list gets deleted whenever you close your application process).

Note

Before you incorporate a database to save your data long-term, your computer has the ability to temporarily save the data in memory. This means that the data in your application is only preserved for as long as the application is running and the computer is turned on.




Start by creating a new project folder called password_manager — This folder may be created where you plan to save Node projects on your computer. Navigate to this folder on your command line and run npm init to initialize the Node project. Your initialization prompt should resemble listing  Example 4-1.


Example 4-1. Prompt for npm init


package name: (password_manager) [image: 1]
version: (1.0.0)
description: A Node app for storing passwords
entry point: (index.js) [image: 2]
test command:
git repository:
keywords:
author: Jon Wexler
license: (ISC)


	[image: 1]

	This is the name of your project


	[image: 2]

	index.js is where your application will start






Next, run npm i bcrypt@5.0.1 to install the bcrypt package. The bcrypt.hashSync function is one of many you can use to hash your password. The process of hashing your password involves two steps: hashing your password and validating a plain text password against your hashed password. Figure 4-2 shows how the hashing function is a one-way procedure. In this way, it is very difficult to reverse engineer the original password from the hashed value.


First, you type the main password that you’ll use to access your other passwords. Bcrypt’s hash function uses a salt (randomly generated text) to jumble your password text a number of times equal to your salt rounds value. The resulting hashed password is then stored in your database. Later, when you type your password again to access your manager, your input text is again hashed and compared to the stored password hash. Bcrypt’s compare function will use the same salt rounds to evaluate your plain text against the hashed password. If your password matches the hashed password in your database, you are authorized. In this way, Bcrypt does not reverse a hashed password, but instead re-hashes a re-typed password and compares the result with the password hash in the database.



[image: CH03 F03 wexler2]
Figure 4-2. Hashing process with Bcrypt




Now, create your index.js file at the root level of your project directory. This is where most of your application logic will live. You can test some of bcrypt’s functions by adding the code in listing  Example 4-2 to index.js.


Example 4-2. Testing bcrypt in index.js


import bcrypt from "bcrypt"; [image: 1]
const password = "test1234"; [image: 2]
const hash = bcrypt.hashSync(password, 10); [image: 3]
console.log(`My hashed password is: ${hash}`); [image: 4]


	[image: 1]

	Import the bcrypt package


	[image: 2]

	Define a test password


	[image: 3]

	Use the hashSync function to hash your password, with 10 rounds of hashing


	[image: 4]

	Output your hashed password to your console






With this code in place you can run node index at the root level of your project in your command line window. Your resulting output should look like My hashed password is: $2b$10$/mLyLstSX54RgR9nQwO.3etHggaCP53.eG1.tsFYmyb8OXVfre84C (with a different hash value, of course).

Note

If you don’t see a logged statement in your command line window, check to make sure your index.js file was saved in the same directory from which you’re running the application.




With your test case working, you build out the functions needed to facilitate saving a new hashed password. Figure 4-3 demonstrates the flow of logic according to the function names you’ll use. To start, your application runs a prompt function to enable user interaction on the command line. Then, you check whether there is already a master password hash stored. If a master password hash exists, you run promptOldPassword to prompt the user to re-type their password. Otherwise, you run promptNewPassword to prompt the user to type a new master password for the first time. When the user types their new password, the saveNewPassword function will save the resulting hash to the database.


If the user types their existing master password, you compare their input to the stored password hash through compareHashedPassword. If their password is validated you display a menu of items to choose from through the showMenu function. Within this menu, the user may choose to view their list of passwords (viewPasswords), add a new password to your list (promptManageNewPassword), re-verify your hashed password, or exit the app.



[image: CH03 F04 wexler2]
Figure 4-3. Code logic-flow diagram




The code for this logic can be written one function at a time. First, install the prompt-sync package by running npm i prompt-sync@4.2.0 at the root level of your project in your command line. Then, add the bcrypt and prompt-sync imports to your index.js file. Also, add a JavaScript object with a passwords key mapped to an empty object to represent your database. As you add new passwords to save, this object will get populated (listing  Example 4-3).

Note

In other chapters the prompt package is used, which provides a different syntax for prompting the user in async functions than prompt-sync. Here, you are blocking further interactions with your app until prompts are responded to, due to their synchronous nature.




Example 4-3. Add module imports and mock db to the top of index.js


import bcrypt from "bcrypt"; [image: 1]
import promptModule from "prompt-sync";
const prompt = promptModule(); [image: 2]
const mockDB = { passwords: {} }; [image: 3]
...


	[image: 1]

	Import bcrypt and prompt-sync packages


	[image: 2]

	Instantiate prompt to use its async-await functionality


	[image: 3]

	Define an Object to represent the local database






With your imports in place you can create your first function, saveNewPassword which takes a plain text password, password, as an argument and makes use of the Bcrypt hashSync function to convert the text to a hashed value. That resulting value is then set in the mock database, mockDB. You let the user know the password is saved with a log message, and then call the showMenu function, which you’ll soon write (listing  Example 4-4).


Example 4-4. Add the saveNewPassword function  in index.js


...
const saveNewPassword = (password) => {
  mockDB.hash = bcrypt.hashSync(password, 10); [image: 1]
  console.log("Password has been saved!"); [image: 2]
  showMenu(); [image: 3]
};
...


	[image: 1]

	Hash the plain text password and save the password hash to the hash key in your local database


	[image: 2]

	Print a message to the console


	[image: 3]

	Call the showMenu function






After the saveNewPassword is added, you’ll create a function called compareHashedPassword, as shown in listing  Example 4-5. In this function, you accept a plain text password argument, which is compared to the stored password hash in mockDB. The resulting value is either true or false;


Example 4-5. Add the compareHashedPassword function  in index.js


...
const compareHashedPassword = (password) => [image: 1]
  bcrypt.compare(password, mockDB.hash); [image: 2]
...


	[image: 1]

	Define a custom function to compare a plain text password to a hashed password


	[image: 2]

	Compare the input password to the value in your local database






The next two functions will prompt the user to type a new password or re-type an old password (listing  Example 4-6). promptNewPassword logs a message to the command line console for the user to type their main master password. The typed password is subsequently saved in your saveNewPassword function. Meanwhile, promptOldPassword prompts the user to re-type their old master password. The input text is validated, determining whether the user can view the menu by running showMenu, or if the user must re-type their master password again, by re-running promptOldPassword.


Example 4-6. Prompting the user to type passwords in index.js


...
const promptNewPassword = () => {
  const response = prompt("Enter a main password: ");  [image: 1]
  saveNewPassword(response);  [image: 2]
};

const promptOldPassword = async () => {
  const response = prompt("Enter your password: "); [image: 3]
  const result = await compareHashedPassword(response);
  if (result) { [image: 4]
    console.log("Password verified.");
    showMenu(); [image: 5]
  } else {
    console.log("Password incorrect.");
    promptOldPassword(); [image: 6]
  }
};
...


	[image: 1]

	Prompt the user to type in a new password


	[image: 2]

	Save the user’s input text through saveNewPassword


	[image: 3]

	Prompt the  user to re-type their old password


	[image: 4]

	Check if their typed password is successfully validated


	[image: 5]

	Show the user the menu if the user is validated


	[image: 6]

	Re-run promptOldPassword if the user is not validated






So far, you’ve added functions to facilitate the user’s initial interactions and authentication. Listing  Example 4-7 adds code to show a menu of options to choose from once authenticated. showMenu logs 4 options for the user to select. The first option runs viewPasswords to show them all their saved passwords. Option 2 runs promptManageNewPassword to allow the user to save a new password to their database. The third option reruns promptOldPassword, allowing the user to re-validate their master password. Finally, the user may quit the application, exit, by selecting option 4. If none of the four options are chosen, the user will be notified and prompted to select again.


Example 4-7. Building the showMenu function in index.js


...
const showMenu = () => {
  console.log(`
    1. View passwords
    2. Manage new password
    3. Verify password
    4. Exit`); [image: 1]
  const response = prompt(">");

  if (response ==== "1") viewPasswords(); [image: 2]
  else if (response ==== "2") promptManageNewPassword();
  else if (response ==== "3") promptOldPassword();
  else if (response ==== "4") process.exit();
  else { [image: 3]
    console.log(`That's an invalid response.`);
    showMenu();
  }
};
...


	[image: 1]

	Prompt the user with four options to select


	[image: 2]

	After selecting a value from 1-4, the user may view their passwords, add a new one, verify their main password, or exit the app


	[image: 3]

	If no valid option is selected, the user is prompted again






With the menu ready to display, you only need to add the functions to view stored passwords and save new passwords to store. Add the code in listing Example 4-8 where viewPasswords destructs your passwords from the mockDB. With your passwords as a key/value pair, you log both to your console for each stored password. Then, you show the menu again, which prompts the user to make another selection. promptManageNewPassword is the function that prompts the user to type the source for their password; effectively an application or website name for which they are storing their password. Then the user is prompted for a password they want to save. The source and password pair are saved to your mockDB and, again, you run showMenu to prompt the menu items.


Example 4-8. Adding the viewPasswords and promptManageNewPassword functions in index.js


...
const viewPasswords = () => {
  const { passwords } = mockDB; [image: 1]
  Object.entries(passwords).forEach(([key, value], index) => {
    console.log(`${index + 1}. ${key} => ${value}`);
  }); [image: 2]
  showMenu(); [image: 3]
};

const promptManageNewPassword = () => {
  const source = prompt("Enter name for password: "); [image: 4]
  const password = prompt("Enter password to save: ");

  mockDB.passwords[source] = password; [image: 5]
  console.log(`Password for ${source} has been saved!`);
  showMenu(); [image: 6]
};
...


	[image: 1]

	Destructure passwords from your mockDB


	[image: 2]

	Iterate through passwords in your local database and log them to your console


	[image: 3]

	Call showMenu to display the menu options


	[image: 4]

	Prompt the user to add a new password and source name to manage


	[image: 5]

	Save the source and password pair in mockDB


	[image: 6]

	Call showMenu to display the menu options






Your application is ready to run. The last piece to add is the code in listing  Example 4-9. Here, mockDB is checked for an existing hash value. If one does not exist the user is prompted to create one through promptNewPassword. Otherwise, the user is prompted to re-type their master password through promptOldPassword.


Example 4-9. Determine the entry point for your application in index.js


...
if (!mockDB.hash) promptNewPassword(); [image: 1]
else promptOldPassword();


	[image: 1]

	Check whether you have a local password saved or if you need to type a new main password






With this code in place you have most of the logic you need to run the password manager. The only downside is the local database temporarily stores your managed passwords while the application is running. Because the local database is only an in-memory object, it will get deleted each time you start your app.


To test this, go to the root level of your project folder in your command line and run node index. You should be prompted to type a new password like in Figure 4-4. After typing your password, it will be hashed by bcrypt and you’ll see a menu of items to choose from.



[image: CH03 F05a wexler2]
Figure 4-4. Typing your main password to access your application menu




From here you can select 2 and press kbd:[Enter] to add a new password to manage. Try typing a source like jonwexler.com and a password as seen in Figure 4-5.



[image: CH03 F07a wexler2]
Figure 4-5. Saving a new password to manage




After pressing kbd:[Enter], this password is saved to your in-memory object. You should then see the original menu items appear. Select 1 and press kbd:[Enter] to see the list of passwords now containing your jonwexler
.com password (Figure 4-6).



[image: CH03 F08a wexler2]
Figure 4-6. Selecting to view all managed passwords




You can also test your main password (the first password you typed when you started the app) by selecting 3 and pressing kbd:[Enter]. If you type in the wrong original password you’ll see a log statement letting you know the password is incorrect. Otherwise you’ll be prompted that the password matches the hashed password and returned to the menu.


Now you can safely exit the application by typing 4 and pressing kbd:[Enter]. This step safely kills the Node process and exits your command line app. The next step is to add a persistent database so you don’t have your passwords deleted every time you run your app.










Saving passwords with MongoDB


After completing most of the logic of your Node app, the next step is to introduce a way to save application data when the application is no longer running. MongoDB is one database you can use to store this information. MongoDB is a document-oriented database manager, meaning it manages NoSQL non-relational databases. Because your application is intended to store your own collection of passwords, using MongoDB collections is appropriate for this project.


In Figure 4-7 you see a diagram with an example of how your data could be stored. This structure is similar to JavaScript Object Notation (JSON), making it easier to continue to work with JavaScript on the backend. Notice in this figure you store the password_hash as an hashed value for your main password. Then you have a list of passwords that map a source name to a plain text password. Additionally, MongoDB will assign an ObjectId to new data items within a collection.



[image: CH03 F09a wexler2]
Figure 4-7. Diagram of saving passwords to MongoDB



Note

For this section, you’ll need to ensure MongoDB is properly installed. Visit appendix A.1.4 for installation steps.




Go to your project’s root level at the command prompt and run npm i mongodb@6.8.0.


Once installed, the mongodb package will provide your Node application the tools it needs to connect to your database and start adding data. For this reason, you no longer need your temporary in-memory storage, mockDB, from section 4.2. Instead, you use the MongoClient to set up a new connection to you local MongoDB server. Your development server should be running at mongodb://localhost:27017 on your computer. Last, you set up a database name, passwordManager, to connect.


In index.js, add the code in listing  Example 4-10.


Example 4-10. import mongodb


import { MongoClient } from "mongodb"; [image: 1]
let hasPasswords = false; [image: 2]
const dbUrl = "mongodb://localhost:27017"; [image: 3]
const client = new MongoClient(dbUrl); [image: 4]
let passwordsCollection,
  authCollection,
  hasPasswords = false;
const dbName = "passwordManager"; [image: 5]


	[image: 1]

	Import mongodb and destructure MongoClient


	[image: 2]

	Define a hasPasswords flag that will be used to determine whether a main password already exists


	[image: 3]

	Define the dbUrl to connect to your local MongoDB server


	[image: 4]

	Set up a new DB client with a localhost URL connection


	[image: 5]

	Assign a dbName variable to passwordManager as your database name






Next, create an async function to establish your app’s connection to the database. In listing  Example 4-11 you’ll find the code you need to add to connect to the database. The client.connect function will attempt to initiate a connection with your local MongoDB server. Then, client.db(dbName) will connect to a database by the name name assigned to dbName. In your case, you’ll have two MongoDB collections in the database: authCollection to handle storing your password hash, and passwordsCollection to store the list of passwords. Declare these variables at the top of index.js. Once connected, this function will search for an existing password hash by running authCollection.findOne({ "type": "auth"}). hasPasswords = !!hashedPassword converts the result from your search into a boolean value. In the end, you set passwordsCollection and authCollection.

Note

The reason you need an async function is that connecting to the MongoDB database is an asynchronous I/O operation. When you connect to a database and run a command, the time it takes to complete can vary. Using async-await lets us write this code in a way that looks synchronous, pausing execution at each await until we receive a response from the database, without blocking the rest of the application.




Example 4-11. main function to initialize the database


...
const main = async () => { [image: 1]
  try {
    await client.connect(); [image: 2]
    console.log("Connected successfully to server");
    const db = client.db(dbName); [image: 3]
    authCollection = db.collection("auth"); [image: 4]
    passwordsCollection = db.collection("passwords");
    const hashedPassword = await authCollection.findOne({ type: "auth" }); [image: 5]
    hasPasswords = !!hashedPassword; [image: 6]
  } catch (error) {
    console.error("Error connecting to the database:", error); [image: 7]
    process.exit(1);
  }
};


	[image: 1]

	Define a function main to initialize your database


	[image: 2]

	Call client.connect to establish a connection to your database server


	[image: 3]

	Create or connect to a database with the name passwordManager


	[image: 4]

	Find or create a database collection called authCollection and one called passwordsCollection


	[image: 5]

	Check if a hashed password with type of auth existed in your authCollection collection


	[image: 6]

	Assign hasPasswords to the boolean value of your resulting search in the database


	[image: 7]

	Catch any errors and exit the process if there is an issue connecting to the database






At the bottom of index.js add the code in listing  Example 4-12 to call the main function and begin processing your app. This code first runs the main function, which sets up the database connection and checks if a main password already exists. Based on the result, it either prompts the user to create a new main password if none exists (promptNewPassword), or asks for the existing password to verify access (promptOldPassword).


Example 4-12. Call main to set up MongoDB collections


...
await main(); [image: 1]
if (!hasPasswords) promptNewPassword(); [image: 2]
else promptOldPassword();


	[image: 1]

	Call main, used to assign the passwordsCollection and authCollection collections


	[image: 2]

	Prompt the user depending on whether the database has a main password






Now you can restart your Node application by exiting any running application and typing node index. If your application successfully connected to the database you should see "Connected successfully to server" logged to your command line.

Note

After saving passwords, if you want to delete the database of passwords and start from scratch, you can always add await passwordsCollection.deleteMany({}) or await authCollection.deleteMany({}) to delete your passwords or main hashed password, respectively.




With your database connected, you need to modify some of your application logic to handle reading and writing to your MongoDB collections. Change saveNewPassword to become an async function. Within that function assign mockDB.hash to await authCollection.insertOne({ "type": "auth", hash }). This will save the hashed password hash to the authCollection in your database.


Next, change the compareHashedPassword function to async and modify the first line to const { hash } = await authCollection.findOne({ "type": "auth"}). This line will search your authCollection for a hashed password and send that to the bcrypt compare function.


The last three functions to change are in listing  Example 4-13. Here, viewPasswords is modified to pull all passwords (by source and password value) from your passwordsCollection. showMenu will remain the same, but like the other functions will become async and, for readability, uses a switch/case statement. In this function you add await before each function call, as they are now performing I/O operations. Last, promptManageNewPassword uses the findOneAndUpdate MongoDB function to add a new password entry if it doesn’t exist, or override and update a password entry if an old value exists. The options returnNewDocument and upsert tell the function to override the changed value and return a copy of the modified value when the save operation is complete.


Example 4-13. Adding database calls to functions in index.js


...
const viewPasswords = async () => {
  const passwords = await passwordsCollection.find({}).toArray(); [image: 1]
  passwords.forEach(({ source, password }, index) => { [image: 2]
    console.log(`${index + 1}. ${source} => ${password}`);
  });
  showMenu();
};

const showMenu = async () => {
  console.log(`
    1. View passwords
    2. Manage new password
    3. Verify password
    4. Exit`);
  const response = prompt(">");

  switch (response) {
    case "1":
      await viewPasswords(); [image: 3]
      break;
    case "2":
      await promptManageNewPassword();
      break;
    case "3":
      await promptOldPassword();
      break;
    case "4":
      process.exit();
    default:
      console.log("That's an invalid response.");
      showMenu();
  }
};

const promptManageNewPassword = async () => {
  const source = prompt("Enter name for password: ");
  const password = prompt("Enter password to save: ");
  await passwordsCollection.findOneAndUpdate(
    { source },
    { $set: { password } },
    {
      returnNewDocument: true,
      upsert: true,
    }
  ); [image: 4]
  console.log(`Password for ${source} has been saved!`);
  showMenu();
};


	[image: 1]

	Query all passwords from the passwordCollection


	[image: 2]

	Iterate through the passwords and log them to the console


	[image: 3]

	When the user input is “1”, run the viewPasswords function


	[image: 4]

	Use findOneAndUpdate to look for an existing password that matches you source and then set the new password






With this code in place, you have a fully functional database to support your password manager application. Quit any previously running Node application and restart the application by running node index. Nothing should change about the prompts you see in the command line. Only this time the values you type will persist even when you quit the application.


With this application complete, you can always run the application locally and add or retrieve passwords secured behind your hashed main password. Some next steps you could take would be to add a client with a UI to help with visualizing your password data or setting up your database in the cloud, so that your passwords persistent from computer to computer.










Summary


In this chapter you



	
Built your own password manager application.



	
Designed hashing logic utilizing the bcrypt package



	
Set up a MongoDB database collection for passwords



	
Configured Node to use the mongodb package with user input
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